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1
Introduction

Solution #9 in TR 23.752 addresses Key Issue #4 on the Support of UE-to-UE Relay and provides a Layer 2 UE-to-UE Relay solution.
This contribution updates solution #9 and focusses on link management and privacy support for connections established between a source UE and a target UE via a UE-to-UE Relay, i.e. “extended” connections.

This contribution also resolves the following EN: 
Editor's note:
The details of protocol stack and PC5 link establishment is FFS and need to be co-ordinated and confirmed by RAN2 group.

As stated in solution #5 in TR 23.752, V2X communication over PC5 in TS 23.287 are taken as a baseline:
“The "Procedures for V2X communication over PC5 reference point" defined in TS 23.287 [5] clause 6.3 is reused to support ProSe communication, and the differences are highlighted as followings.”
Also, as stated in solution #17 in TR 23.752, policy/parameter for ProSe Direct Communication need to be provisioned to the UE:
“4)
Policy/parameters related to privacy:

-
The list of ProSe service type with Geographical Area(s) that require privacy support.”
In conclusion, the procedures for V2X unicast communication (i.e. keepalive, link modification, link identifier update and link release) are re-used for ProSe R17 unicast link management. With the support of extended unicast links, i.e. unicast links via a UE-to-UE Relay as defined in solution #9, link management for these extended unicast links needs to be provided.
2
Proposal

It is proposed to include the following updates to solution #9 in TR 23.752.

* * * * First Change * * * *
6.9 
Solution #9: Connection establishment via UE-to-UE Layer-2 Relay 

6.9.1 
Description

6.9.1.1
General

Using the solution described in this section, a UE-to-UE Relay enables the discovery of a source UE by a target UE. A UE-to-UE Relay is authorized to relay messages between two UEs over the PC5 interface via authorization and provisioning, as defined in section 6.Y Solution for Key Issue #4: UE-to-UE Relay Authorization and Provisioning.
The source UE announces its supported applications or discovers a target UE using a known discovery mechanism, e.g. using user-oriented or service-oriented methods as defined in TS 23.287 [5].

The UE-to-UE Relay listens for ProSe applications advertisements (e.g. Direct Discovery or Direct Communication Request messages) from surrounding UEs and if a broadcasted application matches one of the applications from its provisioned relay policy/parameters, the UE-to-UE Relay advertises it as a relayed application by adding a relay indication to the message.

A target UE discovers a source UE via a UE-to-UE Relay. The target UE receives a broadcast Direct Communication Request message with a relay indication.

A secured "extended" PC5 link is set up between the source UE and the target UE via the UE-to-UE Relay. The source/target UEs do not know their respective peer UE’s L2 IDs. Source/Target UEs send messages to the UE-to-UE Relay and receive messages through the UE-to-UE Relay. However, the security association and the PC5 unicast link are established directly between the source UE and target UE. The UE-to-UE Relay forwards the messages in opaque mode, without the ability to read, modify their content or replay them. The source/target UEs detect that the communication is going through a UE-to-UE Relay upon detecting a relay indication included in the received messages.
The UE-to-UE Relay assigns itself two Relay-L2 IDs when a unicast link is established between two peer UEs via the UE-to-UE Relay. The first Relay-L2 ID is used when forwarding a message to the target UE. The second Relay-L2 ID is used when forwarding a message to the source UE. The UE-to-UE Relay maintains a mapping table containing the mapping of peer UEs L2 IDs and the corresponding Relay-L2 IDs that have been self-assigned. When receiving a message, the UE-to-UE Relay uses its mappings table to find the source and destination IDs to be used to forward the message to the target UE. The UE-to-UE Relay uses the Relay-L2 ID specified in the destination field to find the related UE and uses the UE’s L2 ID specified in the source field to find the related Relay-L2 ID. It then updates the source and destination fields of the received message with its corresponding UE’s L2 ID and Relay-L2 ID before forwarding the message. 
NOTE: 
Additional security-related parameters and procedures may be needed for the protection of relay related messages. Their definitions need to be coordinated with SA3.
Link management (i.e. keepalive, link modification, link identifier update and link release) is supported over direct unicast links and needs to be supported over extended PC5 links as well. Since the security association of extended PC5 links is between the peer UEs, all messages sent over the extended PC5 link, including link management (i.e. PC5-S) messages, may only be processed by those two UEs. 

Having the PC5 link management messages processed by the peer UE is not a problem for most of the management functionality. For the keepalive functionality, both UEs may send/receive keepalive messages and validate that the extended link is still alive. For the link modification, that is used to add or remove QoS flows or services or modify QoS flows, it needs to be applied to the extended link and handled by the two peer UEs. For the link release, the peer UEs may exchange the release messages and then inform the UE-to-UE Relay (i.e. using the management link as defined in subclause 6.9.2.2) to allow it to clean-up its mapping table.
As for the link identifier update procedure, the peer UEs cannot update their Layer-2 IDs transparently to the UE-to-UE Relay. The reason is that the UEs do not know their peer’s Layer-2 ID since they are addressing their outgoing messages to the UE-to-UE Relay Layer-2 ID. The UE-to-UE Relay uses the Layer-2 IDs of the peer UEs for relaying purposes, thus the UE-to-UE Relay must be informed of the updated Layer-2 ID from both peer UEs. Additionally, the UE-to-UE Relay must change its Layer-2 IDs, associated to the extended link, whenever the peer UEs change their Layer-2 IDs.

To update identifiers used for unicast communication via a UE-to-UE Relay, i.e. for an extended unicast link, a “management” unicast link is established between each UE and the UE-to-UE Relay. This management link is secured (i.e. integrity and confidentiality protected) between the UE and the UE-to-UE Relay. It is used to manage extended links associated to the same UE-to-UE Relay as the management link. If multiple UE-to-UE Relays are used to reach peer UEs then multiple managements links may be created by a UE, e.g. one toward each UE-to-UE Relay.

Existing Link Identifier Update messages sent to the UE-to-UE Relay are modified to include additional information needed by the UE-to-UE Relay to identify the extended unicast link to which these messages apply. The additional information includes: 1) “extended link” indication, 2) UE’s current Layer-2 ID used on extended link, 3) UE’s new Layer-2 ID for extended link, 4) UE-to-UE Relay’s Layer-2 ID used on extended link.  

A management link may be released once the link identifier update procedure is completed, or it may be kept. If it is kept then it is treated like any other PC5 unicast link, i.e. its Layer-2 IDs need to be updated periodically, keepalive may be exchanged, etc.

6.9.1.2
Control and User Plane Protocol Stacks
Figure 6.9.1.2-1 illustrates control plane protocol stacks using a UE-to-UE Layer-2 Relay. UE-to-UE Layer-2 Relay uses self-generated own Layer-2 IDs inserted as source Layer-2 ID in the already formed L2 frames relayed between UE1 and UE2. L2 frames are forwarded based on mapped UE1 Layer-2 ID, UE2 Layer-2 ID. The signalling messages are transparently transferred between UE1 and UE2 over UE-to-UE Layer-2 Relay without any modification other than the source and destination Layer-2 IDs. The security is established end to end between UE1 and UE2 as shown by the PDCP layer terminating in UE1 and UE2.  


[image: image1.emf]PC5-S

PDCP

RLC

MAC

PHY

PC5-C

PC5-C UE 1 UE 2 UE-to-UE Relay

PC5-S

PDCP

RLC

MAC

PHY

RLC

MAC

PHY

RLC

MAC

PHY

      

Figure 6.9.1.2-1: Control Plane protocol stacks for PC5 using a UE-to-UE Layer-2 Relay

Figure 6.9.1.2-2 illustrates user plane protocol stacks using a UE-to-UE Layer-2 Relay. As for the control plane, the security is established end to end between UE1 and UE2. Therefore, user data is never exposed at the relay node since the relay function does not process/apply any security on relayed IP packets.
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Figure 6.9.1.2-2: User Plane protocol stacks using a UE-to-UE Layer-2 Relay

The SDAP and PDCP protocols above are as specified in TS 38.300 [11].
Editor's note:
The proposed protocol stacks are to be confirmed with RAN2 group.
6.9.2 
Procedures

6.9.2.1 
Connection establishment 
The two methods defined in TS 23.287 [5], i.e. service-oriented and user-oriented are supported using the procedure described in this section.
Figure 6.9.2-1 shows the peer discovery and unicast link establishment over PC5 reference point via a UE-to-UE Relay.
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Figure 6.9.2.1-1: Connection establishment procedure via a UE-to-UE Relay
0. UE-to-UE Relay registers with the network and specifies its UE-to-UE Relay capabilities. UE-to-UE Relay is provisioned from the network with relay policy parameters and with a unique Relay identifier (RID). 
1. The target UEs (i.e. UE2, UE3 and UE4) determine the destination Layer-2 ID for signalling reception for PC5 unicast link establishment as specified in TS 23.287 [5] clause 5.6.1.4. The destination Layer-2 ID is configured with the target UEs as specified in TS 23.287 [5] clause 5.1.2.1.
2. On the source UE (i.e. UE1), the application layer provides information to the ProSe layer for PC5 unicast communication (e.g. broadcast Layer-2 ID, ProSe Application ID, UE’s Application Layer ID, target UE’s Application Layer ID, relay applicable indication), as specified in TS 23.287 [5] clause 6.3.3.1. 
3. ProSe layer triggers the peer UE discovery mechanism by sending a broadcast Direct Communication Request message. The message is sent using the source Layer-2 ID and broadcast Layer-2 ID as destination, and includes other parameters related to the application offered, as specified in TS 23.287 [5] clause 6.3.3.1.

4. The UE-to-UE Relay receives the broadcast Direct Communication Request message and verifies if it’s configured to relay this application, i.e. it compares the announce ProSe Application ID with its provisioned relay policy/parameters and, if it matches, the UE-to-UE Relay assigns itself a Relay-Layer-2 ID (e.g. R-L2 ID-a) for UE1 (i.e. related to UE1’s L2 ID). 

These 2 IDs (UE1’s Layer-2 ID and Relay-Layer-2 ID-a) are saved in a local mapping table. The UE-to-UE Relay overrides the source field of the message with its R-L2 ID-a and adds its unique relay identifier (RID) as a relay indication. This relay indication is added by the UE-to-UE Relay only on broadcast messages since these messages are sent in clear text (i.e. without any encryption or integrity protection) thus may be modified. The UE-to-UE Relay proceeds in forwarding the broadcast Direct Communication Request message received from the source UE.
5. Target UE3 is interested in the announced application thus, it triggers the authentication and security establishment with UE1, via the UE-to-UE Relay. UE3 keeps track of the Relay’s identifiers, i.e. R-L2 ID-a and RID. UE3 sends the RID in a security protected message during the authentication and security establishment to inform UE1 that the communication is traversing the UE-to-UE Relay identified by RID. 
UE-to-UE Relay receives the message from UE3 and uses the R-L2 ID-a specified in the destination field to find the related UE (i.e. UE1 in this case) in its mapping table. 
UE-to-UE Relay assigns itself a new Layer-2 ID (e.g. R-L2 ID-b) for UE3 and stores the mapping between UE3’s L2 ID and R-L2 ID-b. 

UE-to-UE Relay sets the source field of the message to R-L2 ID-b and sets the destination field to UE1’s Layer-2 ID (i.e. L2 ID1) retrieved from the mapping entry. UE-to-UE Relay sends the message to UE1.
UE1 receives the authentication message and keeps track of R-L2 ID-b and RID. R-L2 ID-b is used as the destination on subsequent messages destined to UE3 and sent via the UE-to-UE Relay.

Authentication and security establishment messages are exchanged between UE1 and UE3 via the UE-to-UE Relay. UE-to-UE Relay changes the source/destination Layer-2 IDs based on the information saved in its local mapping table.

Editor's note:
The Details of the authentication and security procedure will be investigated by SA3 group.

6. Once the security is established, UE3 completes the unicast link establishment by sending a Direct Communication Accept message.

7. UE-to-UE Relay receives the message and sets the source field of the message to the R-L2 ID-b as found in the mapping entry and sets the destination field to the UE1’s L2 ID also from the mapping entry. UE-to-UE Relay sends the modified message to UE1.
8. An "extended" unicast link is established between UE1 and UE3, via the UE-to-UE Relay. The extended link is secured end to end, i.e. a security association has been created between UE1 and UE3. Confidentiality and/or integrity/replay protected messages (i.e. data or PC5-S) may be exchanged between UE1 and UE3. The UE-to-UE Relay is not involved in the security association thus it cannot read nor modify the secured portion of the message (which excludes the source and destination fields).

6.9.2.2 
Connection Management 

6.9.2.2 
Link Identifier Update via a Management Link with the UE-to-UE Relay
Figure 6.9.2.2-1 shows the link identifier update procedure when an extended PC5 link is used. The procedure uses a management link established between UE1 and the UE-to-UE Relay serving this extended link and another management link established between UE2 and the same UE-to-UE Relay.
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Figure 6.9.2.2-1: Link Identifier Update procedure via a Management Link with a UE-to-UE Relay

0) An “extended” unicast link is established between two peer UEs via a UE-to-UE Relay, i.e. as described in subclause 6.9.2.1 with end-to-end security enabled.

1) UE1 receives a trigger (e.g. privacy timer expiry or Application Layer ID change) to update its identifiers (i.e. Layer-2 ID, security information, Application Layer ID or IP address/prefix) associated to the extended link with UE2. UE1 establishes a secured unicast link with the UE-to-UE Relay for link management purposes, if such a link is not already established. 

2) UE1 updates its identifiers (i.e. Layer-2 ID, security information and optionally Application Layer ID and IP address/prefix) and sends a Link Identifier Update Request message to the UE-to-UE Relay via the management link. The message includes UE1’s new Layer-2 ID and an indication (e.g. “extended link” indication) which specifies that the message is related to an extended link, i.e. it does not apply to the management link per se. The message also includes the UE-to-UE Relay’s Layer-2 ID and UE1’s Layer-2 ID used to identify the extended link.

a. Other identifiers (i.e. security info, Application Layer ID and IP address/prefix) are not included since they are not used by the UE-to-UE Relay and should not be exposed to the UE-to-UE Relay.
3) UE-to-UE Relay saves UE1’s new Layer-2 ID in its mapping table, while preserving the current one, and updates its own Layer-2 ID to replace the current UE-to-UE Relay L2 ID used on the extended link and known by UE2. It replies with Link Identifier Update Response message including its new UE-to-UE Relay Layer-2 ID and the “extended link” indication. 

4) UE1 sends a Link Identifier Update Request message to UE2 including the new UE-to-UE Relay L2 ID received at step 3, UE1’s updated security information and optionally new Application Layer ID and IP address/prefix.
a. The Link Identifier Update Request message is used as usual, except for the new L2 ID parameter that carries the new UE-to-UE Relay L2 ID to be used by UE2. 

5) UE2 keeps track of the received parameters and establishes a secured unicast link with the UE-to-UE Relay for extended unicast link management, if no such management link already exists.
6) As for UE1 in step 2, UE2 updates its identifiers associated to the extended link with UE1 and sends a Link Identifier Update Request message to UE-to-UE Relay via the management link. The Link Identifier Update Request message includes the “extended link” indication, the current UE-to-UE Relay’s Layer-2 ID and UE2’s Layer-2 ID (to identify the extended link) as well as UE2’s new Layer-2 ID associated to the extended link.   
7) UE-to-UE Relay saves UE2’s new Layer-2 ID in its mapping table, while preserving the current one, and updates its own Layer-2 ID to replace the current UE-to-UE Relay L2 ID used on the extended link and known by UE1. It replies with Link Identifier Update Response message including its new UE-to-UE Relay Layer-2 ID and the “extended link” indication.

8) UE2 sends a Link Identifier Update Response message to UE1 including the new UE-to-UE Relay L2 ID received at step 7, UE2’s updated security information and optionally new Application Layer ID and IP address/prefix. UE2 also includes the parameters received on the Link Identifier Update Request message at step 4.
9) UE1 keeps track of the received updated parameters from UE2 and sends a Link Identifier Update Ack message to UE2, including the parameters received on the Link Identifier Update Response message at step 8.
10) UE1 sends a Link Identifier Update Ack message to the UE-to-UE Relay, including the new UE-to-UE Relay Layer-2 ID received at step 3 and the “extended link” indication. 
11) UE2 sends a Link Identifier Update Ack message to the UE-to-UE Relay, including the new UE-to-UE Relay Layer-2 ID received at step 7 and the “extended link” indication. All UEs (i.e. UE1, UE2 and UE-to-UE Relay) start using the new Layer-2 IDs, new security information and optionally new Application Layer ID and new IP address/prefix. 

6.9.3 
Impacts on services, entities and interfaces
The solution has impacts in the following entities:

UE:
-
Needs to support procedures for ProSe 5G UE-to-UE Relay and communications via a ProSe 5G UE-to-UE Relay.
-
Needs to support procedures for extended communication management, via communication with a ProSe 5G UE-to-UE Relay.
* * * * End of Change * * * *
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